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w
iTh The use of software 
growing in both critical and 
non-critical aircraft systems, 
software quality and security 

are vital to the safety and reliability of the 
commercial aircraft industry. This article 
explores the challenges that widespread 
use and re-use of software in aviation 
manufacturing poses, and presents best 
practices for ensuring software security and 
quality across large and complex code bases.

SOfTwARE RE-uSE – RISKS And REwARdS
While software has long been used in the 
manufacture and operation of aircraft, the amount 
of it is increasing dramatically. Take Boeing aircraft as 
an example: the company’s 787 aircraft fl ight control 
system has 6.5 million lines of code – three times 
more than the 777. As a point of comparison, the 
entire Linux Kernel1 operating system version 2.6.0 
was released with just under 6 million lines of code, 
while a smart phone can boast upwards of 10 million 
lines. (Although 6 million lines of code is substantial, 

taking pictures, texting, playing music and making 
the occasional phone call seems to require even more 
of it than does safely fl ying hundreds of passengers 
around the globe!)
Given the growth in the size of these systems, it is 

both unrealistic and impractical to rewrite an entire 
system from scratch for each new project. It is not 
surprising, then, that the re-use of code is increasing 
across all sectors in the software development 
industry. An Embedded.com survey found that, in 
2008, 78 per cent of surveyed developers re-used 

Bugs in the air
Embedded software is a ubiquitous presence onboard aircraft today. Just as software has become a key 
element in everything from consumer vehicles to household appliances, it is also critical to aircraft control. 
Beyond mission-critical avionics systems, software is also increasingly present in commercial aircraft galley 
equipment, passenger onboard entertainment systems and, more recently, wi-fi  networks for passengers.
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code developed in-house.2 
Code re-use is a tried-and-true, best-practice 

approach to software development that reduces costs 
and increases effi ciencies in the development lifecycle. 
However, migrating large quantities of software does 
carry risk, particularly when a code base is ported to 
a new operating environment and combined with 
brand-new code. Formerly latent bugs can become 
active critical defects, and formerly safe coding 
practices can become high-risk security vulnerabilities. 
In mission-critical systems, software defects can lead 
to injury, costly breakdowns and loss of life.
In fact, this very risk was the root cause of the 

Ariane 5 spacecraft’s self-destruction in 1996. The 
code operated safely in the aircraft’s previous version 
(4), but the execution context changed, transforming 

a latent bug in the Ariane 4 into a critical bug 
that caused its successor to crash 37 seconds 
after launch.
Of course, these risks are well known to software 

development professionals, and the aerospace 
industry is subject to strict guidelines on how it 
develops software. The DO-178B guidance has 
become a de facto standard in the aviation industry 
for ensuring that software is developed to the 
highest levels of safety and reliability. The challenge 
for software development professionals in these 
industries is to find the right mix of tools and 
processes that will address the unique challenges of 
re-using large amounts of software while providing 
the cost effi ciencies necessary to scale to the size and 
scope of mission critical systems today.
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Boeing’s 787 aircraft flight 
control system has 6.5 million 
lines of code – three times 
more than the 777. As a point 
of comparison, the entire Linux 
Kernel operating system version 
2.6.0 was released with just 
under 6 million lines of code.
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REgulATORY EnVIROnmEnT: SOfTwARE And dO-178B
DO-178B, Software Considerations in Airborne 
Systems and Equipment Certification, is a 
comprehensive guideline that encompasses the 
processes and tools that manufacturers should 
follow when developing airborne software. All 
airborne software must be certifi ed to ensure that 
its development meets the appropriate level of rigor. 
Under DO-178B, software is categorised based on its 

level of criticality (from Level A, where a failure would 
be catastrophic, to Level E, where a failure would have 
no effect). The higher the criticality of the software, 
the more rigorous the certification guidelines are, 
requiring more comprehensive controls around all 
aspects of the software’s development. 
The certifi cation process places the full software 

development lifecycle under scrutiny: everything 
from requirements management to confi guration 
management, to software val idation and 
verifi cation. In addition, any tools that are used on 
the project are part of this comprehensive review 
process, with the level of certifi cation or qualifi cation 
dependant on whether the tool is considered to be a 
software development tool (i.e. can introduce errors) 
or a software verifi cation tool (i.e. cannot introduce 
errors but may fail to detect them). 
Given the size of software being used on 

aircraft today, many manufacturers are turning to 
automated tools as a way to effectively manage 
the additional development burden and to help 
manufacturers meet the threshold of DO-178B both 
cost-effectively and effi ciently. 

mISSIOn-CRITICAl SOfTwARE BEST PRACTICES
Regulations aside, development organisations in 
safety- or mission-critical software industries such 
as avionics have long realized that there is no silver 

bullet for assuring software reliability and security. 
Software development teams must implement 
a range of practices to harden the security and 
reliability of their code bases, whether the code 
is new or re-used. Every software development 
organisation should, at a minimum, implement these 
three approaches to augment existing software 
testing techniques: developer training, peer code 
review, and source code analysis. 

dEVElOPER TRAInIng
Regardless of the tools and technologies a 
software development organisation uses, any 
secure development lifecycle begins and ends 
with developer training. Most developers consider 
software reliability in terms of whether a particular 
issue can cause a failure or whether the code has 
been developed in such a way that it will satisfy 
the design requirements. A third perspective is also 
important: developers must consider whether they 
are authoring code – or modifying re-used code – in 

Given the size of software being used on aircraft today, many manufacturers 
are turning to automated tools as a way to effectively manage the additional 
development burden and to help manufacturers meet the threshold of DO-178B 
both cost-effectively and effi ciently. 
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a way that makes the system less reliable. Given the 
size and complexities of today’s software systems, it 
is often diffi cult for developers to know what impact 
their changes may have on a system. 
Developers have been trained to ensure they are 

writing code that meets a certain set of requirements 
or design specifi cations laid out by somebody else. 
The typical developer also works on just a small 
percentage of the overall software system. Given 
these realities, it is diffi cult for developers to assess 
whether they are creating truly reliable code. It is 
therefore important that developers be provided 
with both the proper tools to write more reliable 
code and the knowledge to remediate any issues. 
This type of ongoing education will help developers 
understand whether their coding practices are 
defensive enough to meet the high standards set out 
by the aerospace industry.

PEER COdE REVIEw
Perhaps the most dreaded form of software 
validation is the peer code review, which involves 
a room full of developers manually pouring over 
code to ensure code and design security. Many 
organisations outsource this task, and for good 
reason. But, when developing avionics software that 
has rigorous standards around comprehensive code 
review, it is essential that these reviews are focused 
on critical design and functional issues. Senior 
development resources simply cannot be used to 
scrub bugs from a developer’s code. Thus, developers 
need to ensure that they walk into a code review 
with the cleanest code possible.

SOuRCE COdE AnAlYSIS TOOlS
Source code analysis is a valuable method for 
automating code inspection. It detects and identifi es 
structural deficiencies such as incorrect pointer 

The earlier bugs are found, the 
faster and cheaper it is to correct 
them – making it far more likely 
that they will be addressed. An 
industry rule of thumb is that a 
bug that costs $1 to fi x when fi rst 
introduced by the developer will 
cost $100 to fi x post-integration.
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